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Introduction

The Connector Framework is a SharePoint Search connector framework (a.k.a. Protocol Handler
framework) that provides the means to connect and index data from an external line of business systems
into Microsoft Office SharePoint, and Microsoft Search Server. This ability increases the scope of
enterprise search to include those external systems.

Connectors securely integrate over 30 enterprise systems into Microsoft SharePoint and FAST Search,
providing knowledge workers with a single point of access to all information, people, and expertise across
the enterprise.

With rapid and cost-effective out-of-the-box deployment, comprehensive security-mapping, and full Active
Directory integration, Connectors maximize the Return on Investment (ROI) of an organization’s ERP,
CRM, ECM, and messaging systems by securely unlocking and surfacing this information in a unified
view.

The Connector Framework is built based on the following principles:

= Robust
Empower FAST or SharePoint Search to surface any structured or unstructured data from
virtually any content repository.

= Flexible
Index only the back-end system content you desire, and present it to end-users in the manner
they choose.

= Secure
Swiftly map and strictly honor any security model

= Scalable
Optimized for multi-threaded, fully-distributed performance

This document provides a high level overview of the Architecture and Implementation of the Connector
Framework. It highlights unique features that are part of the Connector Framework which sets it apart
from any other Enterprise Search Solution for Microsoft Office SharePoint.
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Connector Framework

Connector Framework Architecture
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Technical Architecture

The Connector Framework is built using Microsoft .NET with no reliance on custom Windows Application
DLL or Windows Services. The main components are:

= Administration and Configuration
— Admin Pages — Manages the configuration settings of the connection string, as well as the
creation and crawling schedule of content source.

— Content Definition lists — Manages the definition of content (a.k.a. items) crawled and
indexed.

— List Events — Handles various background processing tasks such as temp cache cleanup.
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= Security and User Handling
— User Group Synch — Synchronizes the list of system users with the list of Active Directory
Users on its own schedule, offline from the main content crawling and indexing, in order to
not slow down indexing.

—  Security Trimmer — Implements MS security trimming interface.

= Connectors
— Content Connectors — Connect virtually any source content system through codeless
configuration capabilities. Content sources are either connected through standard SQL
and/or web services connectors or through custom developed built-in connectors.

— Dataset Connectors — Connect to additional content sources to enrich search results by
adding relevant metadata.

= Extensibility and Scripting
— SQL and Web Service integration allows to connect virtually any source content system

— Script complex content and metadata gathering through the administration interfaces.

= Scalability and Performance
— Multi-Threading capabilities allowing users to scale the performance as needed based on the
environment.

— Pass-Through of content with minimized performance impact.

= SharePoint Connection
— Protocol Handler — Implements MS indexing interface. Connect to SharePoint or FAST
indexer.

— Targets — The Connector Framework supports target systems which get the content pushed
to them instead of pulling their content data from the Connector Framework. Targets include
FAST, SharePoint, and custom targets. Targets can be implemented to push content into a
file or database for example.
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Connectors
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The Connector Framework takes advantage to both ADO.NET and Web Services to connect to virtually
any databases (Oracle, MS SQL Server, IBM DB2, MySQL, OLE DB) and packaged or custom
applications with a Web Services interface.

Configuration templates that map the Connector Framework to the following Enterprise Content
Management and Enterprise Resource Planning applications which are available are:

=  Aderant = |BM FileNet / Content

= Microsoft Dynamics Manager / DB2

«  Oracle E-Business Suite = IBM Lotus Notes Application
Databases

= Peoplesoft / Siebel .

P = Autonomy Worksite

= Salesforce.com / Force.com - OpenText Hummingbird /

=  SAP Business Suite LiveLink
= LexisNexis Interaction CRM =  Qracle CMS / Stellent
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= OpenText LegalKEY = Alfresco
= Oracle RDBMS / SQL Server = Xerox DocuShare
/ DB2

= HP Trim Context (TowerSoft)

= Real Practice =  EMC eRoom

" Web Services = Microsoft Exchange Private
= West KM Mailboxes
=  EMC Documentum = Symantec KVS E-Vault

= |BM Lotus Notes Mailboxes

The Connector Framework leverages standard SQL and web services connector templates to rapidly
integrate with any content source that provides the ability to feed content through any or both of those
technologies. Many content connectors combine SQL and web service capabilities to provide content to
the Connector Framework.

Dataset Connectors — Metadata

Dataset connectors enable dynamic enrichment of retrieved content information with specific metadata
from other content systems that contain related information. This provides a richer search result to the
end user.

Dataset connectors can either be:

=  SQL based
= Web Service based
= SharePoint based

= Force.com (SalesForce) based

The built-in scripting interface and configuration system allows to tailor the metadata collection to the
needs of any installation and infrastructure.

Metadata can be retrieved from several metadata content systems which allows for example to
provide/enrich search results on a customer data record from an ERP system to be enriched with
information about that same customer from a CRM system. Such information could for example be to
retrieve the market designation from the CRM system while the content is gathered from the ERP system.
This would then allow the user performing a search to be able to see customers in a specific market if he
or she searches for a market.

The retrieved metadata can be additionally filtered to allow for finest granularity when matching the
metadata to the data content.
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Text Metadata Sample View:

Text MetaData

Save Cancel

k Delete

¥ = Indicates a reguired fesld
Property HName* [

wahd Characters: 0-5, A4-Z, _{underscare)

Description [
Text value*® [ -
Refarence 05 Columns with brackets - [COLNAME] [ Select Column |
¥ advanceg  Somaie .
Eoriptig Help if HOST .GetStringValuve rame” ). startswith("M") then |=]
return “Mark”
else
return HOST. GetSTringValue( name’)
end if

Single Value I append all rawe inte & sngle value

Seperator |
If dateset contains multiple rews they are appended with this seperator.
Hax Rows |ﬂ if multiple rows returned for dataset. § = no limit
Active ¥ Include In sesulis
Managed F suta ¢ P

wabs Managed Property
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Administration and Configuration
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The initial installation of the Connector Framework is guided by the actual setup wizard, which is fully
automated and takes minutes to run. The actual configuration of the connector mapping template, if not
already provided by BA-Insight as a pre-configured map, takes anywhere between 1 to 5 days, based on
hundreds of successful customer deployments.

There are two types of Connectors:

1. SQL Database Connectors
2. Web Services Connectors

The following two sections describe the specific configuration settings required for each type of
connector.

SQL Database Connector Configuration

The SQL Database Connector administrative interface exposes three key setting groups of the various
system components:

= Connection Settings — information needed to connect to the relational database and Active
Directory (AD) for security accounts.
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= User Group Synch Settings — information needed to schedule the load of the security
information from the relational database and map it to AD accounts.

= Content Settings — information needed to define the metadata and unstructured content to be
crawled, including an optional modified date field for incremental crawls and item security
credentials by user or group.

Connection Settings

The first step in installing and configuring the SQL database connector is to configure the connection
settings. As the screenshot below depicts, the requested information includes the server name and
security account authorized to connect to the database.

Title™
Content Owner * TRICKYDOMAN abarstow

Valid domain account that will have full rights o ssarch results
SOL Server”

Server Name or IP

Database Name*

Database Login® Authentization Hode Serics Account -

SOL Acoount

Paasword

Alternatively, an OLE DB connection can be defined with the appropriate connection string information.

Title™ DLEDBAdventura\Vorks

Conlenl Owner * trickydomain'ceven
Walid darmain account that will have full Aghts ta ssarch resulls

Licenses Key Drafault v

Connection String™ Provider=30LNCLE Sener=localhost Database=acventureworks Trusted_Connection=yes;

Saa hittp:/werw. connechionetrnings.com) for samplaz

Active Directory (AD) connection settings must also be provided, as shown in the screenshot below.
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Master Security Connection MNone -

Reuse an existing connection to provide the AD Syncronization information, If selected then this
connechions AD and Security tabs are ignored.

Default Domain * trickydomain local
Must be fully gquakified domain name: mydomain.bocal

Group Creation Mode
g @ Disabled

Manual

Butomatic

Delay Group

Groups mambership won't be syneronized until usead.
synchronization L D w Y ized until w

Active Directory Login Authentication Made Service Account -

Doman Account
Password

deeount must have manage priviliges over the the Group OU Location below.

i .
Group 00 Location SharePointGroups

User Group Synch Tool

The second step in installing and configuring the SQL database connector is the configuration of the user
group mapping from the SQL database system users to the AD accounts.

The user group synch tool performs the following tasks:

=  Sets AD connection settings provided in the section above to create a connection to Active
Directory.

= Loads the database system user and group accounts, if any, based on Administrator defined SQL
scripts, as depicted below.

User Load SQL Sample View:

User Load SQL

Reguired Columns: SPW_USERID, SPW_USERNAME
Cptonal Column: SFW_ADID, SFW_ACTIVE
S0L Statement that returns all the users in the databaze,

= Automatically maps the database system users to AD user accounts based on name matching
rules when run. The Administrator has the ability to override the automatic mapping by editing or
deleting certain entries.

= Automatically creates AD groups under a distinct organizational unit (to be created by the AD
team) for which it has read/write access. It keeps the AD groups synchronized with the database
system groups/roles based on a job schedule defined by the Administrator.
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The screenshot below depicts the mapping table between a system user account and AD account.

L Filtwery

(- a2 ezt stake 1 -
Usais
Leare: |0
gat 113 SAHMED rhydanmsn oAl dded Erevale Yan  Urshin b ressho AD Lime:be rupping babrsen scrounk nuras and ssourty u ven oew, (Exmepben frory HREESULT: (heB0073534)
Lo
it T ALA SR ik vann. BoaTacanndrl Trvvis Tes gl b TRk AL L Pt FRNDDinG ekt vesens SO00un. rots il by 108 vl don, (Eaepban frcd HEESUAT) (DEldR5 1)
£

Content Settings

The third and final step in installing and configuring the SQL database connector is the configuration of
the content to be crawled.

Content Configuration
Content Source - the Content Source crawl schedule is specified, and automatically published to
SharePoint.

Connection = Worksite Lagal -
Title ~

Enable Indaxing

Incremental Crawvd Schedule Hew Clear
Full Crand Schedule Hew Clear
Crawl Start Point * 17141980
Dafines the starting date for crawl data
Hax Paging Size 0000+ Maximurn number of items to quese for crawling at a time
Content Localization® 1033

Must be a valid localization id (LCED), in most cases use the default, Full List

Item Enumerator - The Item Enumerator specifies the record ID and modified date, if any, in order to
perform efficient incremental crawls where only the changed items since the last crawl are being indexed.

Item Enumerator Test and Load Metadata
sQL® SELECT HumanRescurces.Ezmployes . SickLeaveHours,
HumanResources. Enployee .. Salariedrlag, i
HumanBessursss,. Empleyes  HireDats, .
HumanResouzrces. Employes.modifieddate as SFW_LASTUPDAIE,
HumanResoarces. Emplovee . Gender,
HumanResources . Employes . Marital Status,
HumankResources. Employes . BirthDate,
HumanReaourses.tmoloves,.Title,

Reguired Column; SFV_1D
Optional Columns: SPW_SUBID, SPW_LASTUPDATE or SPW_LASTUPDATEUTC, SPW_CURRENTDATE
or SPW_CURRENTDATEUTC (compensation for time zone
diffarences betwesn indexer and source databass)
Ophional Parameaters:
[SPW_LASTUPATE] or [SPW_LASTURATEUTC] - te enable incremental updates

SOL Statement that returns a list of ids to be indesed,

Sampler saleact id as SPW_ID, pid as SPW_SUBID, fileaxt, getdatel) as SPW_CURRENTDATE,
lastupdate as SPW_LASTUPDATE from table where lastupdate > [SPW_LASTUPDATE] order by
SPW_LASTUFDATE ASC

Item Definition - The Item Definition specifies the record detail, including the metadata and related
unstructured data, if any, stored in the database or an external file system. The metadata must include
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certain default properties such as the URL and Title. Note that the Managed Properties in SharePoint are
automatically generated from the Item Definition properties.

Unstructured Data Text [database colurmns) -
Options*

[Tithe] [FirstMame] [MiddleName] [LastHame]
Reference 05 Colurns with brackets - [COLNAME] Select Colurmn -

[ advanced
Smipting Help

Item Security - The Item Security specifies the record security credentials based on the database
system’s internal user and group ID’s, which will be mapped automatically to an AD account and group
during indexing.

User Grant SQL

Required Parameters: [SPW_ID]

Optienal Parameters: [SPW_SUBID]

Required Celumns: SPW_USERID

SCL Statement that returns wser id's of users that have permission to access this item

Note that Real-time security trimming can be enabled as well by simply selecting a checkbox, if there is a
requirement to check security credential changes in between crawls. Since the real-time security trimming
is done real-time at query time, be aware that it adds overhead to the query response time.

Web Services Connector Configuration

The Web Services Connector requires the implementation in C#.NET of our custom web service interface
below in order to take advantage of the Connector Framework.

Most ECM, CRM, and ERP systems, such as Alfresco, Lotus Notes, Salesforce.com, SAP, etc., have
defined a Web Service interface that can be reused and wrapped around to map into the required Web
Service interface. The methods to be implemented are listed below:

Methods to Implement Description Required

Returns the list of id’s for the
items to index.

DoCrawl()
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DoltemData()

For each ID this method
returns all the metadata and
any attached files to be
indexed.

*

DoDescribe()

Provides the ability for your
web service to tell us which
features you implemented and
what information you want the
end user to provide you with
in our admin system. If you
require a username,
password, or maybe a custom
filter passed through to your
web service, then that option
would be set here.

DoGetAvailableDataStores()

Allows your web service to
provide a pick list of data
sources to the admin.

DoGetDatastoreTypes()

Allows your web service to
provide users with a pick list
of the data types to crawl:
Client, Project, etc.

DoGetGroups()

For AD mapping support;
returns a list of Groups in data
source.

DoGetGroupsGroups

For AD mapping support;
returns a group hierarchy

DoGetGroupsUsers()

For AD mapping support;
returns a member list for

group.

DoGetUsers()

For AD mapping support;
returns a list of Users.

DoRealTimeSecurityCheck()

Allows additional security
check.

© Copyright 2015 BA Insight. All rights reserved.
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Scalability and Performance
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Scalability

The Connector Framework has been tested at the Microsoft Technology Center on an eight quad-core
CPU indexing server. It can reach indexing speeds ranging from 20 to 500 records per second, based on
the size of the record data and the number of file attachments. Incremental crawls reach a speed of 5,000
records per second, as the Connector Framework effectively crawls the subset of records modified.
SharePoint out-of-the-box will instead crawl every record from the source system to detect if it has
changed, potentially amounting to millions of queries versus just a few queries with our Framework.

Real-world experience has shown that a poorly executed incremental crawl can bring a source system
down. In fact, BA-Insight has redeveloped certain out-of-the-box connectors, such as Lotus Notes, as it
found that the out-of-the-box version, while free, simply didn’t work.

Another significant source of stress and potential performance issues to the source system is the lookup
and translation of security accounts into AD accounts for each indexed record. BA-Insight connector
architecture successfully eliminates this bottleneck by implementing a user group synch job offline, which
performs such user group loading and mapping prior to index time.

© Copyright 2015 BA Insight. All rights reserved. Page | 14
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Performance

The Connector Architecture allows users to process search data from different source content systems
and add metadata information with minimal performance impact. Essentially, the retrieved content is
passed through with barely any performance impact.

The Connector Framework is implemented to retrieve data multi-threaded. Due to this architecture, the
Connector Framework’s performance is not the bottleneck seen in many enterprise search setups.

Based on the experience of many implementations the performance question comes down to:
How fast is responsible?

The Connector Framework allows users to retrieve data from many different content source systems
which each have their own architectural and performance limitations. Issues have arisen in the past
where the connector to the source system was actually trying to retrieve too much information too fast.
This data retrieval in turn caused the source content system to perform slower and at unacceptable
speeds.

This performance issue can also be seen on the different targets and in SharePoint. If the IT
infrastructure for a specific installation cannot support the full speed of the Connector Framework, then
the number of threads which perform the data processing will have to be adjusted in order to scale the
performance to the existing systems.

© Copyright 2015 BA Insight. All rights reserved. Page | 15
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Security and User Handling
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Microsoft Office SharePoint Server Search and Microsoft Search Server rely on two mechanisms for
securing search results so that users only see the items they are allowed to see.

AD Synchronization

The first mechanism is based on traditional Windows/Active Directory (AD) Access Control List (ACL)
security. When items are indexed, they are associated with a fixed access control list much like every file
in your file system. At query time the current users AD credentials are applied to this ACL to determine if
access is granted. This security model is highly scalable and typically used, but it has some limitations.
For example, it cannot be used to easily secure non-AD based systems, or if the SharePoint
authentication method is not AD-based. In these situations, there is no way for your credentials to be
applied.

© Copyright 2015 BA Insight. All rights reserved. Page | 16
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Security Mapping Sample View

 Users g
 Group Filters
System ID | System Mame | AD Account I Type I All ;I Status
[ =l | Fiter || Clear |
£dd Static Mapping Group Count:11
System ID System Mame AD Account Type Status Members Create Alerts
Edit All Users All Users Group  CQU=SharePointGroups, DC=trickydomain, Dynamic Valid 0
Group DC=local\esc_newworks10_allusersgrp
Edit 52 ASIC ADMIN OU=5harePointGroups, DC=trickydomain, Dynamic Valid 0
DC=localiesc_MEWWORKS10_BASICADMIN
Edit 89 CANDIDATE OU=5SharePointGroups, DC=trickydomain, Dynamic Valid 0
DC=locallesc_MNEWWORKS10_CANDIDATE
Edit 88 CLIENT QU=5harePointGroups, DC=trickydomain, Dynamic Valid 0
DC=local\esc_MNEWWORKS10_CLIENT
Edit 87 EXTERMAL OlU=SharePointGroups, DC=trickydomain, Dynamic Inactive 0

DC=local\esc_NEWWORKS10_EXTERNAL

The Connector Framework provides a synchronization process that can be scheduled automatically to
create Active Directory Global security groups and manages the user membership of those groups to
ensure that they match exactly the membership of the source systems. This allows for group membership
changes to be reflected in search results between crawls as frequently as the sync process is scheduled.
The actual job is single-threaded and does not impact the performance of the installed AD systems.

In order to mitigate access concerns from network administrators, a new Organization Unit (OU folder) is
created in AD to manage these groups in. By restricting the AD write access to only this particular OU,
and limiting the write privileges to only create and manage groups, no other system can be impacted.

Real-Time Security Trimming

The second mechanism, which can be used in combination with the first, is called Real Time Security
Trimming. This method relies on custom callouts to the source system to verify that the results about to
be presented to the user are allowed. The benefit of this model is that it is not AD-dependent and can be
used to secure most systems. The downside is that it can only be applied to the first few hundred results
and if the user does not have permissions to those results, no results are displayed for the user.

The connector framework, including the Universal SQL and Web Services ones, provides a
straightforward way to define custom real-time trimmers.

The Connector Framework supports both security models, and for most of the connectors these models
are applied in combination to ensure both scalability and real-time security trimming. In order to support
AD-based ACL security against systems that have their own security model (e.g., Hummingbird,
WorkSite, Documentum, and other document management systems), users and security groups are
mapped into a corresponding Active Directory entry that is created automatically by the Connector
Framework. For systems that already have some form of AD synchronization, existing groups can be
reused.
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Extensibility and Scripting
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Custom Content Connectors

Custom content connectors allow to integrate any kind of content source to be indexed by the

Connector Framework. There are three types of custom content connectors that are available to integrate
content source systems:

Custom Database Connectors
Custom Database Connectors allow users to connect and extract data from any database. SQL Server is
natively supported, as are any databases that support OLEDB.

Template Based Connectors

Template Based Connectors are essentially pre-configured Custom Database Connectors which are pre-
loaded with various configuration entries from a previously defined template. They are database
connectors that have all the SQL and scripting already provided based on the content source system.
Only the connection to the content source system has to be specified.

Custom Web Service Connectors
The Web Services Connector is an extensible API based connector that allows customers to develop
custom connectors to any API based system. The Connector Framework provides a standardized Web
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Services interface (WSDL) which can then be integrated to enable the indexing of data from that web
service.

Targets

Targets are alternate destinations for the content that is extracted from the content source systems.
Targets have the content pushed to them from the Connector Framework at configurable intervals.

The Connector Framework supports synchronizing content from any content source system to any target
system. The supported out-of-the-box targets include:

=  FAST
= SharePoint List

=  SharePoint Document Library

The Connector Framework offers the capability to create custom targets as needed. Custom Targets can
be included by implementing a specific Custom API provided through the Connector Framework. The
target can then be configured within the Connector Framework.

Title” [Custom API Test

License Key® I Cefault ;I
Content Source* |3rnd uets Cantent ;I
API Class™ [sParks Search TargetSample_Processar Load |

Class that implements iDestination interface and is available in the GAC on SharePoint Server whare
the timer process runs for this application.

Ladgin Agcount I
Pagsnerd |.uuuutt
Legin

Server [Catizction
Server Name

Collection |

Collection Name

Custom Bool 1 ™ customBsolPromp:

Custom Bool 2 F Custom Boel 2

Security Madel I_ > Dhwrettory Mapped _..I

File Types to Inclode I

Comma seperated ist of extensions to include. Leave blank to exclude all files.

Numiber OF Synd Threads I_' _ﬂ
Humber of parallel threads that are processing the content.
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Scripting

The Connector Framework provides the possibility to integrate custom VB.Net based scripts to perform
various customizations to the retrieved data. There are three different main uses for scripts:

Text and Metadata

Scripts provide the ability to control the text that is sent to the search index for the Author, Title, URL and
all other string metadata.

Real-Time Security Mapping

The real-time security scripting allows users to write custom security logic in order to provide advanced
means of controlling access to an item.

User and Group Loading

This scripting functionality allows users to override the loading of users and groups. For example, a static
user out of active directory can be set instead of mapping to the current user.

Summary

This whitepaper has provided an overview of the Connector Framework and how it can be implemented
into your overall Enterprise Search based solution. The robust architecture along with the ability to scale
across large amounts of data can maximize your user experience and add true value to your search
endeavors.
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About BA Insight

BA Insight provides software that enables organizations to rapidly implement powerful search-driven
applications at a fraction of the cost, time, and risk of other alternatives. With our Knowledge Integration
Platform, our customers deliver a remarkable user experience, classification, and connectivity to a wide
variety of systems. It can function as a comprehensive solution or be implemented in a phased approach
to meet growing organizational needs.

We serve visionary organizations such as ADP, Australia Department of Defence, Bayer, Chevron,
ConocoPhillips, Deloitte, Ford Motor Company, Green Mountain Coffee, Pfizer, Rio Tinto, The Procter &
Gamble Company, U.S. Army, and the U.S. Department of Veterans Affairs. Visit www.BAinsight.com for
more information.

BA Insight’s Connectors securely integrate over thirty enterprise systems into Microsoft SharePoint and
FAST Search, providing knowledge workers with a single engine to locate relevant information, people,
and expertise across the enterprise, wherever they reside. With rapid and cost-effective out-of-the-box
deployment, comprehensive security-mapping and full Active Directory integration, Connectors provide
organizations the ability to deliver a unified search experience and information access across all
enterprise systems, including CRM systems such as Salesforce.com® and Microsoft Dynamics® CRM,;
ERP systems including SAP® and Oracle®; ECM systems including WorkSite®, Documentum®,
FileNet®, Livelink® and Hummingbird®; and Email and Archiving Systems including Lotus Notes®,
Microsoft Exchange®, EVault®; and more.

BA Insight’s Search optimizes the enterprise search experience by making search results both insightful
and actionable. With ’s patented Search technology, every search result — regardless of its type,
format, or location — can be instantly previewed, internally searched without the need to download the file,
and analyzed for relevancy leveraging a number of intuitive data visualization tools. Throughout the
search process, knowledge workers can identify and act upon relevant search results quickly and
efficiently, with features including parametric search, real-time OCR and hit highlighting, and swift
assembly of relevant results into multiple file-types for immediate action.
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